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AfterMarket Chip Samples Tests

Overview

« This document aims at describing the tests performed on a number of chips contained in aftermarket print
cartridges when used on different HP printers
« HP LaserJet Pro M402dn with CF226A or CF226X cartridges
« HP LaserJet Enterprise M553dn with a set of 4 cartridges S08A or 508X:
« CF360A/X
« CF361A/X
« CF362A/X
« CF363A/X
« HP Laser 107w with W1106 cartridge

 The tests that have been performed and documented concern:
 The printers setup
« EWS info
« Firmware Report data
« SNMP IOD data
 Resettable chips testing using Unismart device
 Depackaging and optical top-metal layer imagery
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Test Summary

 The various printers have been setup the following way:

The printers have been connected to the network

The 1nitial display messages for various printers and cartridges have been recorded 1n videos. Screen-shots will
be presented in this report

The printers configuration reports have been printed using the printer control panel and/or the Embedded Web
Server

The various supplies status reports also have been printed

 Resettable chips have been tested using the Unismart device - Screen captures have been taken to show the results
as follows:

LaserJet Pro M402dn

« CF226A-N-V2

« CF226A-V2

LaserJet Enterprise M553dn
« CF360A-N-V2

« CF360A-V2

« The reprogrammed chips have then been tested with the printers with a focus on:

Initial display message
Configuration report

Supplies status report
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AfterMarket Chip Samples Tests

Test Findings Summary

« The chips found on counterfeit cartridges have been programmed so that they behave exactly like original HP
chips and are not detected as counterfeit cartridges by HP printers

« The clone chips found on aftermarket cartridges have either been pre-programmed (as it happened in the
counterfeit cartridges) or can be easily re-programmed to be identified and behave like original HP chips.

« When clone chips are reprogrammed with "HP" as the manufacturer, customers may be misled into believing they
purchased an original cartridges.

« Re-programming clone chips to simulate original chip behavior is easily done with a chip resetting tool and this
facilitates counterfeiting.

 Decapsulating the chips found on counterfeit cartridges and other tested clone chips reveals markings which
confirm that they have all been produced by the same manufacturer owned by Ninestar Corporation.
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AfterMarket Chip Samples Tests

Setting-up The Printers

« Initial tests were conducted following the given instructions

« Setting up the printers was performed following this process:
* a) Connect printer to the network
* b) Using printer's IP address, the printers' Embedded Web Server (EWS) was open in a web browser
* ¢) The configuration report has been printed using EWS or from the front panel

A paper version of the configuration report, including network configuration report, error report and supplies
status report for the HP Laser 107w will be given. The files have been printed for each printer cartridge even if the
result is a redundant information.

 For other printers, the configuration report has been printed but also screen-captured

 Configuration and supplies status reports were printed for various cartridges, even if the information 1is
redundant
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AfterMarket Chip Samples Tests

Setting-up The Printers - HP Laser 107w - Reports

 Configuration and supplies status reports have been printed using the printer's control panel
« The Firmware Report file has also been extracted
* Results are summarized in the array underneath

: . . Product : Consumable
Cartridges Origin Number Serial Number Brand IsSetup State
GG_W1106AN21-V4 Made by Ninestar W1106A CRUM-190704A3CCC — false newGenuineHP
_W1106A (initially Original HP cartridge W1106A CRUM_210812A07EQ HP true  newGenuineHP
installed in printer)
W1106A-W1106A12-y3| ound on counterfeit cartridge W1106A CRUM_190609A2EOE  HP false  newGenuineHP
seized in Egypt

Results Summary
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AfterMarket Chip Samples Tests

Setting-up The Printers - HP LaserJet Pro M402dn- Reports

 Configuration and supplies status reports have been printed using the printer's control panel
« The Firmware Report file has also been extracted

Pg::ﬁ'i' d-I::;s Origin Product_Number  Serial Number Brand WMianufacturer| | First nstall |~ Last Lsed IsSetup Consumable State

Name Date Date
CF226X (initially
installed in printer)

Original HP cartridge CF226X 0016912433-7A24  HP HP 20180725 Not Available — newGenuineHP

Found on counterfeit

sample_9 cartridge from CF226X 0016844396-5J25 HP HP Not Available Not Available — newGenuineHP
Germany
Found on counterfeit
sample_10 cartridge from CF226X 0016843760-6F08  HP HP Not Available Not Available — newGenuineHP
Germany
Apus_CF226X Apus Solugoes CF226X 0016922170-6B10 HP HP Not Available Not Available — newGenuineHP

Results Summary
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Setting-up The Printers - HP LaserJet Pro M402dn- Reports

 CF226X (original HP cartridge)

) HP LaserJet M402dn

HP LaserJet M402dn NPI26C2D4 169.254.150.100

DO oysem | e | etworng ] Heweb senies

Device Status

Suppiics Staile Supplies Status
Device Configuration
. . HP supplies can be ordered on the Internet, on-line through your
REPOIES A lrzce': (232; ?ggzezt;X) 80% * printer software, or by calling an authorized reseller.
Job Storage Log To order new genuine HP supplies now, click on the Shop for
| | Supplies button above.
Event Log
Status: Normal
Approximate Pages Remaining *: 5950 Return & Recycling
Pages Printed With This Supply ™ 2208 Please return your genuine HP supplies for recycling to HP. For
Serial Number: 0016912433-7A24 . . .
. . more information, please visit us at
First Install Date: 20180725 http://www_hp.com/golrecycle
Last Used Date: Not Available ' T

* Approximate only; varies depending on types of documents
printed and other factors.

Supplies Status Page
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AfterMarket Chip Samples Tests

Setting-up The Printers - HP LaserJet Pro M402dn- Reports

 Sample 9 - Found on counterfeit cartridge from Germany

The header (blue box) inaccurately
indicates the cartridge as original HP.

()| HP LaserJet M402dn

HP LaserJet M402dn NPI26C2D4 169.254.150.100

DO o ] e | wevworing | e senies

Device Status
Supplies Status
Device Conﬂguration

A clone cartridge should read « Non-
Supplies Status HP Black Cartridge »

Ordering Information

HP supplies can be ordered on the Internet, on-line through your

Reports : ; :
rinter re, or ling an authorized reseller.
Black Cartridge printer software, or by calling an authorized reselle

Network Summary

Job Storage Log oo To order new genuine HP supplies now, click on the Shop for
Order 26X (CF226X Supplies button above.
Event Log
Status:_ o Normal Return & Recycling
Approximate Pages Remaining " > 7200 1 Please return your genuine HP supplies for recycling to HP. For
Pages Printed With This Supply ™ - more information, please visit us at
First Install Date: Not Available
Last Used Date: Not Available

* Approximate only; varies depending on types of documents
printed and other factors.

T HP uses the first 20% of cartridge use to estimate pages
remaining.

Supplies Status Page

&
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Setting-up The Printers - HP LaserJet Pro M402dn- Reports

 Sample 10 - Found on counterfeit cartridge from Germany

) HP LaserJet M402dn The header (blue box) inaccurately
indicates the cartridge as original HP.

HP LaserJet M402dn NPI26C2D4 169.254.150.100

DO oysem | e ] etworng ] HewWeb senies

Device Status

A clone cartridge should read « Non-

Supples Status Supplies Status HP Black Cartridge »
Device Configuration

Network Summary Ordering Information

Reports HP supplies can be ordered on the Internet, on-line through your

printer software, or by calling an authorized reseller.
100% * To order new genuine HP supplies now, click on the Shop for
Supplies button above.

Black Cartridge

Job Storage Log B3 Border 26X (CF226X

Event Log |
Status:_ o Normal Return & Recycling
Approx|rr_|ate Paqes Rgmammg ** > 7200 1 Please return your genuine HP supplies for recycling to HP. For
Pages Printed With This Supply ™ - more information, please visit us at
First Install Date: Not Available
Last Used Date: Not Available

* Approximate only; varies depending on types of documents
printed and other factors.

T HP uses the first 20% of cartridge use to estimate pages
remaining.

Supplies Status Page

&
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AfterMarket Chip Samples Tests

Setting-up The Printers - HP LaserJet Pro M402dn- Reports

« APUS_CF226X - Black - from Apus Solucoes

()| HP LaserJet M402dn The header (blue box) inaccurately
| indicates the cartridge as original HP.

HP LaserJet M402dn NPI26C2D4 169.254.150.100

DO oysem | e ] etworng ] Heweb semies

Device Status

A clone cartridge should read « Non-

Supplies Status ' »
Suppics Siatle pp HP Black Cartridge
Device Configuration
Network Summary Ordering Information
— HP supplies can be ordered on the Internet, on-line through your
EPOIES : printer software, or by calling an authorized reseller.
Job Storage Log o | —— Ca)r(tndge - T A  To order new genuine HP supplies now, click on the Shop for
Order 26X (CF226 Supplies button above.

Event Log

Status:_ o Normal Return & Recycling

Approx|maw Pag_es Rgmannlng ** =>7200 1 Please return your genuine HP supplies for recycling to HP. For

Pages Printed With This Supply ™ 1 more information, please visit us at

S_enal Number: 0016922170-6810 http://www. hp.com/ OfreCYC_|e

First Install Date: Not Available goeC

Last Used Date: Not Available

* Approximate only; varies depending on types of documents
printed and other factors.

+ HP uses the first 20% of cartridge use to estimate pages
remaining.

Supplies Status Page

G
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Setting-up The Printers - Printer Initial Message

 For the HP LaserJet Pro M402dn, the initial message of the printer has been photographed when installing a new
cartridge. To make sure not to miss the shot, the full starting sequence has been filmed and the display message
has then been extracted with a screen capture of the corresponding video
 The video for the APUS CF226X has been overexposed which did not make it possible to read the initial display

message.

 Counterfeit and Genuine HP cartridges create the same experience for the user indicating that a Genuine HP

cartridge is installed.

Printer

IDM Tested Cartridges

Origin

Initial Display Message

Sample 9

Found on counterfeit
cartridge from Germany

Genuine HP Installed

HP Laserdet Pro M402dn Sample 10

Found on counterfeit
cartridge from Germany

Genuine HP Installed

APUS CF226X

Apus Solucoes

Initial Display Message - Results summary displayed on the printer
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AfterMarket Chip Samples Tests

Setting-up The Printers - HP LaserJet Pro M402dn

aenuine HF installed,

Fenuine HF installed,

Sample_9 Initial Display Message

(Counterfeit)

Sample_10 Initial Display Message
(Counterfeit)
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Setting-up The Printers - HP LaserJet Enterprise M553dn- Reports

 Configuration and supplies status reports have been printed using the printer's control panel
« The SNMP OID data have been extracted
* In the second table, green indicates the tested samples

HCF363A (initially installed on printer) NT-CH363FM sample_1064 APUS_CF361
Found on counterfeit

Origin HCF363A-C HCF363A-M Made by Ninestar e eeaed i Gfine Apus Solucoes
Color Cyan Magenta Magenta Cyan Cyan
Cartridge Name Non-HP Cyan Cartridge Non-HP Magenta Cartridge = Non-HP Magenta Cartridge Cyan Cartridge Cyan Cartridge

Serial 100728986 100729312 100729767 100795560 100730034
First Install Date 20220804 20220804 20220921 20210820 20221102
Last Use Date 20220921 20220921 20220921 20220922 20221102

HCF363A-M (initially

Prompt Command . : : NT-CH363FM sample_1064 APUS_CF361
installed in printer)
Origin Made by Ninestar ACLGIC f:oun_t erfel_t cartridge Apus Solucoes Comment
seized in China
1.0 yelQ yelQ yelQ yelQ The value is set to “yeHP when the cartridge is identified as an
2.0 yelQ yelQ yeHP yeHP HP original cartridge.
Prompt_1 . . . . : (A : . -

3.0 velQ ye velQ velQ The value is set to “ye__ when the cartridge is identified as an
4.0 velQ yvelQ velQ velQ aftermarket cartridge.
1.0 80 00 00 02 80 00 00 02 80 00 00 02 80000002 The value is set to 01 when the cartridge is identified as an HP
2.0 80 00 00 02 80 00 00 02 80 00 00 01 80 00 00 01 original cartridge.
3.0 80 00 00 02 80 00 00 02 80 00 00 02 80 00 00 02 The value is set to 02 when the cartridge is identified as a non-
4.0 80 00 00 02 80 00 00 02 80 00 00 02 80 00 00 02 HP cartridge

Results summary
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Setting-up The Printers - HP LaserJet Enterprise M553dn- Reports

« HCF363A - Magenta

@ HP Color LaserJet M553

GB113RE221 169.254.167.176

s I O O I M M

Device Status

Configuraticn Page
Supplies Status Page

Event Log Page

Usage Page

Device Information

Control Panel Snapshot
Printable Reports and Pages

Other Links
HP Instant Support

Shop for Supples
Product Support

Supplies Status Page

Non-HP Black Cartridgett

Oraer S08A (CF260A) 100%*

Status: OK
Approximate Pages Remaining. =4800
Serial Number: 100730119
Pages printed with this supply.* 24

First Insiall Date: 20220804
Last Use Date: 20220921

Non-HP Cyan Cartridget+

Order 508A (CF361A) 100%™

Siatus: oK

Status OK
Approximale Pages Remaining 1 >4100
Serial Number: 100729312
Pages printed with this supply* 2

First Install Date: 20220304
Last Use Date: 20220921

Non-HP Yellow Cartridgett

Order 508A (CF362A) 100%"*
Status: OK

Approximate Pages Remaining:t 3750

Serial Number: 100798195

Pages prinied with this supply ™ 2

First Install Date 20220804

Last Use Date: 20220921

Order 110V-B5L35A, 220V-B5L36A

100%*

Status.

Toner Collection Unit

Order B3L37A

Approximale Pages Remaining.
Serial Number:

Pzges printed with this supply.*
First Install Date:

Last Use Date:

Non-HP Magenta Cartridgett

>4100
100728986
2
20220804
20220921

Oraer 508A (CF263A)

100%*

Supplies Status Page

Status: oK

Ordering Information

HP supplies can be ordered on the internet (hitp/‘'www.suresupply.com), on-line through your product software. or by calling
an authorized reseller.

Return & Recycling

Please retum your genuine HP supplies for recycling to HE. For more information, please visit us at
http fiveww hp comigolrecycle

Note
* Approximate only; varies depending on types of documents printed and cther factors.
1 HP uses the first 20% of cartridge use to estimate pages remaining.

11 A non-HP supply has been Instalied. If you Delieve you purchased a genuine HP supply, Visit us at
http/ivewwe np.comvoo/anticounterfeit. Any printer repair required as a result of using non-HP supplies is not covered under
warranty.




« NT-CH363FM - Made by Ninestar

@ HP Color LaserJet M553

GB113RE221 169.254.167.178

s I I e e e

Device Status

Configuration Page
Supplies Status Page

Event Log Page

Usage Page

Device Information

Control Panel Snapshot
Printable Reports and Pages

Other Links

HP Instant Support
Shop tor Supplies
Product Support

The clone cartridge appropriately identified as non-HP.

Supplies Status Page

Non-HP Black Cartridgett

AfterMarket Chip Samples Tests

Order 084 (CF360A)

100%"

Status:

Approximale Pages Remaning t
Seral Number

Pages printed vAth this supply:*
First Install Date:

Last Use Date:

Non-HP Cyan Cartridgett

0K

>4800
100730119
25
207220804
20220821

Order S08A (CF361A)

100%"

Status:

Approximate Pages Remaining t
Senal Number

Pages printed vath this supply™*
First Install Date:

Last Use Date:

Non-HP Magenta Cartridgett

0K

>4100
100728986
5
20720804
20220921

Order S08A (CF363A)

100%"

Supplies Status Page

Setting-up The Printers - HP LaserJet Enterprise M553dn- Reports

Siatlus:

Approximate Pages Remaining T
Serial Number:

Pages printed with this supply:*
First Install Date:

Last Use Daie:

‘ Texplained

oK

>4100
100729767
1

20220921
20220921

Non-HP Yellow Cartridgett

Crder 508A (CF352A) 100%™
Satus: oK

Approximate Pages Remaining T >3750

Serial Number: 100798195

Pages printed with this supply:* ]

First Install Date: 20220804

Last Use Daie: 20220921

Order 110V-B5L35A, 220V-B5L36A

100%™

Satus:
Toner Collection Unit

oK

Order BSL37A

Status:

Crdering Information

OK

HP supplies can be ordered on the intemet (hiip /www suresupply.com), on-line through your product software, or by calling

an authonzed reseller.

Return & Recycling

Please return your genuine HP supplies 1or recycling 1o HE. For more Informaton, please visit us at

hitp/'wrw hp.convgolrecycle

Note

* Approximate only; varies depending on types of documents printed and other factors.

T HP uses the Tirst 20% Oof cartridge use 10 estimate pages remaining.

1 A non-HP supply has been installed. If you believe you purchased a genuine HP supply, visit us at
Nip/rwiw hp comygo’anticountertell. Any pnnter repair reguired as a result or using non-HP supplies IS not covered under

warranty.
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Setting-up The Printers - HP LaserJet Enterprise M553dn- Reports

 Sample 1064 - Found on counterfeit cartridge seized in China

@ HP Color LaserJet M553

GB113RE221 169.254 167 178

e N O e M e

Device Siatus

Connguration Page SUppIIeS Status Page
S SIS ER
Event Log Page :
Order 508A (CF360A) 100%*
Usage Page
Control Panel Snapshot Status: OK
Printable Reports and Pages Approximate Pages Remalning + >4800
Serial Number. 100730119
Cther LINKs ’ .
HE Instant Support Pages printed with this supply. 34
S,hcc fO.r Supp]ies FifSl |nSta|| Date. 2022080'4
Froduct Support Last Use Date: 20220922

Cyan Cartridge

Order 508A [CF3614) 100%*

Status: CK
Approximate Pages Remaining. ~>4100
Serial Number. 100795580

1

First Install Date’ 20210820
Last Use Date. 0220922
Non-HP Magenta Cartndgett

Pages printed vath this supply:”

Order 508A (CF363A) 100%*

Supplies Status Page

The counterfeit is identified as original HP.

Status: OK
Approximate Pages Remaining:t =4100
Serial Number: 100729312
Pages printec with this supply:* 3

First Install Date. 20220804
Last Use Dale 20220922

Non-HP Yellow Cartridge+t

Order 508A (CF352A) 100%"*
Status: OK

Approximate Pages Remaining:t >3780

Sernal Number: 100798195

Pages printed with this supply:* 7

First Install Date 20220804

Last Use Date 20220922

Orcer 110V-BSL25A. 220V-BSL36A 100%*
Status: oK

Toner Collection Unit

Orcer BoL37A
Status: oK

Ordering Information

HP supplies can be ordered on the Intemet (Ntip/www.surasupply.com), on-kine through your product software, or by calling
an authornzed reseller.

Return & Recycling

Please return your genuine HP supplies for recycling to HP. For more information, please visit us at
htto://www.hp.com/golrecycle

Note
* Approximate only; varies depending on types of documents printed and other factars.
T HP uses the first 20% ot cartridge use 10 estimate pages remamning.

1 A non-HP supply has besen installed. If you belisve you purchased 2 genuine HP supply. visit us al
Nio-/www.hp.com/go/anticounterielt. Any printer repair required as a result of using non-HP supplies s not coversd under
warranty.

‘ Texplained
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Setting-up The Printers - HP LaserJet Enterprise M553dn- Reports

« APUS CE361A - Cyan - from Apus Solucoes

@ HP Color LaserJet M553

GB113RE221 169.254.167.178

LS v | Pt | owoong | secuny | b e sevies | ey

Staius:

Approximate Pages Remaining:t
Serial Number:

Pages printed with this supply:*
First Install Date:

Last Use Date:

oK

=4100
100729312
1"
20220804
20221102

Device Siatus

100%"

Configuration Page SuPplles Status Page

Supplies Status Page
Event L_Dg Page Orcer S08A [CF360A)

Usage Page

Device Information
Control Panel Snapshot Status. oK

Friniabie Reparts and Pages Approximate Pages Remaining 't =4800
Seral Number: 100730115

Other Links .

HP Instant Support Pages printed vAth this supply: 40

Frocuct Supgpcort Last Use Date. 20221102

Cyan Cartridge

Order 508A (CF361A)

Status. oK
Approximate Pages Remaining. >4100
Serial Number: 100730034
Pages printed vath this supply:” 1

First Install Date: 20221102
Last Use Date. 20221102

Non-HF Magenta Cartridge

Oroer 508A [CF363A)

Supplies Status Page

The clone chip is identified as an original HP

100%*°

100%*

Non-HP Yellow Cartridge

Order 508A (CF3562A) 100%*
Staius: CK

Approximate Pages Remaining:t >3750

Serial Number: 100798195

Pages printed with this supply:* 13

First Install Date: 20220804

Last Use Date: 20221102

Order 110V-B5L35A, 220V-B5L36A 100%*
Staius: CK

Order B5L37A

Stalus: oK

Ordering Information

HP supplies can be ordered on the internet (hilp Awww suresupply.comm), on-ine through your product soflware, or by
calling an authorized reseller.

Return & Recycling

Please return your genuine HP supplies for recycling to HP. For more information, please visit us at
htto://www.hp.com/go/recycle

Note
* Approximate only; varies depending on types of documents printed and other factors.

T HP uses the first 20% of cartridge Use to estimate pages remaining.

T Anon-HP supply nas been Installed. If you Delieve you purchased a genuine HP supply, vist us at
httoz//www.hp.com/go/anticounterfeil. Any printer repair required as a result of using non-HP supplies is not covered
under warranty.




TESTING RESETTABLE CHIPS

WITH UNISMART DEVICE
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Testing Resettable Chips with Unismart Device

 Blank B73 re-programmable chips made by Apex Microelectronics were used to program CF226A and CF360A
chips

« The programmed chip status has been checked the following way:
« The Unismart device has been configured to program:
« ACF226A-N-V2 product
« ACF226A-V2 product
« ACF360A-N-V2 product
« ACF360A-V2 product
 The device has been set to « reset » status
 The jig holder has been put in position and its button pressed
« The device has been set 1n « check » status
 The jig holder has been placed and its button pressed in order to confirm the chip has been programmed

* =>the operation has been reported as successful for the four chips.

« After that operation, the various tests have been performed (Initial Display Message, Supplies Status Report,
SNMP OID Data, Firmware Report Data)



- ¢ ‘ Texplained

AfterMarket Chip Samples Tests

Testing Resettable Chips with Unismart Device

Printer M402dn M553dn
Cartridges B73 <- CF226A-V2 CF226A-N-V2 CF360A-V2 CF360A-N-V2
Brand HP HP HP HP
Product CF226A-V2 CF226A-N-V2 CF360A-V2 CF360A-N-V2
Color BK BK BK BK
Region WW WW WW WW
Apex credits 35 35 36 36
Chip type APEX Chip APEX Chip APEX Chip APEX Chip
Chip Status Chip already OK/new Chip already OK/new Chip already OK/new Chip already OK/new
Series Laser Jet Pro M402dn Laser Jet Pro M402dn Laser Jet Enterprise Laser Jet Enterprise
M553n M553n
PCB B65 B65 B64 B64
Type Laserjet Laserjet Laserjet Laserjet
JIG H20 H20 H20 H20
Yield 3,1K 3,1K 6K 6K
OEM credits
Page/Times
Ink/toner
Status Operation succeeded Operation succeeded Operation succeeded Operation succeeded

B73 Programmation - Results summary displayed on Unismart screen
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Testing Resettable Chips with Unismart Device - Initial Display Message

 For the HP LaserJet Pro M402dn, the initial message of the printer has been photographed when installing a new
cartridge. To make sure not to miss the shot, the full starting sequence has been filmed and the display message
has then been extracted with a screen capture of the corresponding video

Printer IDM Tested Cartridges Initial Display Message
HP LaserJet Pro B73 <- CF226A-N-V2 Non-HP Supply Installed
M402dn B73 <- CF226A-V2 Genuine HP Installed

Initial Display Message - Results summary displayed on the printer
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AfterMarket Chip Samples Tests

Testing Resettable Chips with Unismart Device - M402dn

 Configuration and supplies status reports have been printed using the printer's control panel
« The Firmware Report file has also been extracted

Printer Tests Product Number Serial Number Brand Manufacturer First Install Last Used Date IsSetup Concumable State
Cartridges Brand Date
B73-CF226A-N-V2 CF226A 0016842825-6F21 clone Not Available Not Available — newGenuineHP
B73-CF226A-V2 CF226A 0016842833-5F17 HP HP Not Available Not Available — newGenuineHP

Results Summary
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Setting-up The Printers - HP LaserJet Pro M402dn- Reports

« B73 <- CF226A-V2

) HP LaserJet M402dn

HP LaserJet M402dn NPI26C2D4 169.254.150.100

DO oysem e | etworng ] e wWeb seies

Device Status
Supplies Status
Device Configuration

Supplies Status

Network Summary

Reports
o iBlack Cartridge

Job Storage Log 3 Border 26A (CF226A

Event Log
Status: Normal
Approximate Pages Remaining *: > 2450 1
Pages Printed With This Supply *: 2
Serial Number: 0016842833-5F17
First Install Date: Not Available
Last Used Date: Not Available

Supplies Status Page

&

Ordering Information

HP supplies can be ordered on the Internet, on-line through your
printer software, or by calling an authorized reseller.

To order new genuine HP supplies now, click on the Shop for
Supplies button above.

Return & Recycling

Please return your genuine HP supplies for recycling to HP. For
more information, please visit us at
hitp://www.hp.com/go/recycle

* Approximate only; varies depending on types of documents
printed and other factors.

T HP uses the first 20% of cartridge use to estimate pages
remaining.

The header (blue box) inaccurately
indicates the cartridge as original HP.

A clone cartridge should read « Non-
HP Black Cartridge »
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Setting-up The Printers - HP LaserJet Pro M402dn- Reports

« B73 <-CF226A-N-V2

()| HP LaserJet M402dn The clone cartridge appropriately

identified as non-HP.

HP LaserJet M402dn NPI26C2D4 169.254.150.100

Home

oysem ] P ] etworing ] HeWeb seies

Device Status

Supplies Status

Supplies Status pp

Device Configuration

Network Summary Ordering Information

Reports HP supplies can be ordered on the Internet, on-line through your

printer software, or by calling an authorized reseller.
Job Storage Log To order new genuine HP supplies now, click on the Shop for

Supplies button above.
Event Log

Non-HP Black Cartridge *

100% T

Order 26A (CF226A) Return & Recycling

Please return your genuine HP supplies for recycling to HP. For
more information, please visit us at

Status: Normal .

Approximate Pages Remaining t: >2450 % S e

Pages Printed With This Supply t: 2

Serial Number: 0016842825-6F21 Important Notes

First Install Date: Not Available * ; :

Last Used Date: Not Available A non-HP supply has been installed. If you believe you

purchased a genuine HP supply, visit us at
www._hp.com/go/anticounterfeit. Any printer repair required as a
result of using non-HP cartridges is not covered under warranty.

T Approximate only; varies depending on types of documents
printed and other factors.

I HP uses the first 20% of cartridge use to estimate pages
remaining.

Supplies Status Page
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Testing Resettable Chips with Unismart Device - M553dn

 Configuration and supplies status reports have been printed using the printer's control panel
« The SNMP OID data have been extracted

B73-CF360A-N-V2 B73-CF360A-V2
Color Black Black
Cartridge Name Non-HP Black Black Cartridge
Cartridge
Serial 100728850 100728852
First Install Date 20220922 20220922
Last Use Date 20220922 20220922
Prompt Command B73-CF360A-N-V2 B73-CF360A-V2 Comment
Prompt_1 1.0 ye yeHP The value is set to “yéHP when the cartridge is identified
2.0 yelQ yelQ as an HP original cartridge.
3.0 yelQ yelQ The value is set to “ye__ when the cartridge is identified as
4.0 yelQ yelQ an aftermarket cartridge.
Prompt_2 1.0 80 00 00 02 80 00 00 01 The value is set to 01 when the cartridge is identified as an
2.0 80 00 00 02 80 00 00 02 HP original cartridge.
3.0 80 00 00 02 80 00 00 02 The value is set to 02 when the cartridge is identified as a

@ 4.0 80 00 00 02 80 00 00 02 non-HP cartridge

Results summary
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AfterMarket Chip Samples Tests

Setting-up The Printers - HP LaserJet Enterprise M553dn- Reports

« B73 <- CF360A-V2

Status: CK
Approximate Pages Remaining »4100
Serial Number: 100729312
@ HP Color LaserJet M353 Pages printed with this supply:* 7
First Install Date: 20220804
GB113RE221 169.254.167.178 Last Use Date: 20220922
s I O e e B
Device Status Orcer 508A (CF2624) 100%*

Configuration Page SU EE Iles Status Pa je

St SRl Status, oK

Event Log Page

Order S08A (CF360A 100%* : o
Usage Page . ) . Approximate Pages Remaining:t »3750
Device Information Serial Number: 100798195
Control Pane| Snapshot Status: OK Pages printed vath this supply:* 9
Pnntable Reports and Pages Approximate Pages Remaining. t >4800 First Install Date: 20220804
Serial Number. 100728352 .
Other LInks : 3 Last Use Date: 20220922
HP Instent Suppor i i
Shop for Su pp{;es First Install Date. 20220922
Product Support Last Use Date: 20220922 Orcer 110V-B5L35A, 220V-BSL36A 100%*

Non-HP Cyan Cartndgett

Order 508A (CF361A) 100%:* Status: CK
Toner Collection Unit
Status. OK Orcer B5L37A
Approximate Pages Remaining. =4100 Status: OK
Serial Number. 100728986 ) )
Pages printed with this supply.* 7 Ordering Inf o
: HP supplies can be orcered on the internet [hitp:/Awww.suresupply.cam), on-line through your product software, or by calling
First Instzall Date: 20220804 an authorized reseller
Last Use Date: 20220922

Return & Recycling

Please retum your genuine HP supplies for recycling 1o HP. For more information, please visit us at
Order 508A (CF363A) 1009%* htip:iiwww hp comigolrecycle

Note
* Approximate only; varies depending on types of documents printed and other Tactors.

Non-HF Magenta Cartridgett

Supplies Status Page

T HP uses the first 20% of cartridge use (o estimate pages remaining.

1 Anon-HP supply has been installed. If you believe you purchased a genuine HP supply, visit us at
NHp:/Awww.np.comigo/anticountertell. Any printer repalr required 2s a result of using non-HP supplies 1§ not covered under
wamranty.
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AfterMarket Chip Samples Tests

Setting-up The Printers - HP LaserJet Enterprise M553dn- Reports

« B73 <- CF360A-N-V2

Status: OK
Approximate Pages Remaining: 1 =4100
Serial Number: 100729312
Pages printed with this supply* 9

@ HP Color LaserJet M553 First Install Date: 20220804
Last Use Date: 20220922

GB113RE221 169.254.167.178 Non-HP Yellow Cartridge i
wse ) I O M I M Ordr 5084 P02

Cevice Status

Supplies Status Page

CO"\TgU ration Page Status: 0K
N— Approximate Pages Remaining 4 3750
Usage Page il N 100%* Serial Number: 100798195
Device Information Pages printed with this supply* 1
Control Panel Snapshot Status: OK First Install Date: 20220804
Printable Reparts and Pages Approximale Pages Remaining.t >4800 Last Use Date: 20220922
Sernial Number: 100728850
Otner Links _ (Fesorlt |
HP Instant Support Pages printed with this supply.* 5
S—— RO e Order 110V-B5L25A, 220V-B5L3GA 100%*
Product Support Last Use Dale: 20220922

Non-HP Cyan Cantridgett Status: OK

Oraer S08A (CF351A) 100%* Toner Collection Unit
Order BSL37A

Status: OK Status: 0K

Approximate Pages Remaining.t >4100 _ '

1 Ordering Information
Serial Number: 1007283386
_ R > HP supplies can be ordered on the internet (hitp feoww suresupply.com), ondine through your product softwars, or by calling

Pages printed with this supply. 9 an authonzed reselier.

First Install Date: 20220804 i
Return & Recycling

Last Use Date: 20220922 , ‘ ) ,
Please return your genuine HP supplies for recycling to HP. For more information, please visit us at

Non-HP Magenta Cartridgett http./'www.hp.com/go/recycle

Order S08A (CF353A) 100%* Nota

* Approximate only; varies depending on types of documents printed and other factors.
1 HP uses the first 20% of cariridge use to estimate pages remaining.

Supplies Status Page
11 A non-HP supply has been installed. If you believe you purchased a genuine HP supply, visit us at
hitp fwew hp comygo/anticounterfeit. Any printer repair required as a result of using non-HP supplies s not covered under
warranty.
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- ¢ ‘ Texplained

Testing Chip Samples with Unismart Device

 For this test, the Unismart has been set to its home screen

 The jig holder has been put in position and its button pressed to get the status of the samples
« The Apex Unismart controller recognized the chips found on counterfeit cartridges as Apex chips.

Printer M402dn M553dn
Cartridges APUS_CF226X Sample 10 Sample 9 Sample 1064 NT-CH363FM APUS _CF361A
Orgin Fognd on counterfeit Fognd on counterfeit Foynd on _coun.terfei.t Made by Ninestar
cartridge from Germany cartridge from Germany | cartridge seized in China
Brand HP HP HP
Product CF226X-V2 CF361A-V2 CF363A-N-V2
Color BK C M
Region WW WW WW
Apex credits 35 36 36
Chip type APEX Chip APEX Chip APEX Chip
Chip Status Chip used Chip used Chip used
Series Laser Jet Pro M402dn Laser Jet Enterprise Laser Jet Enterprise
M553dn M553dn
PCB B65 B64 B64
Type Laserjet Laserjet Laserjet
JIG H20 H20 H20
Yield oK 5K 5K
OEM credits
Page/Times
Ink/toner
@ Status Operation failed Operation failed Operation failed

Initial Display Message - Results summary on Unismart screen
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Decapping Chip Samples

« Samples have been depackaged and their top layers have been optically scanned
Several samples are embedding two Integrated Circuits
In total, four different ICs could be seen for three configurations only

3/4 ICs have SCC marks, which shows a common origin. The last chip with the die mark UM590 I (written in
mirror) could not be identified

Samples 1to 7 had only one

IC

Samples 8 to 11 had two
ICs. The origin of the
second IC is unknown.

Chip 1 Chip 2
Cartridges Die Mark 1 Die Mark 2 Die Mark
1_Chip_Ninestar NT_CHFM_Type AA SCC75603 — —
2 Chip_Apus_CF361A_Type_ AB Sec-Chlp SCC2016 —
UM5012V20160715 HII790FS
3_Chip_Apus_CF226X_Type_AB Sec-Chlp SCC2016 —
UM5012V20160715 HII790FS
4 Chip_Unismart_Blank_B73 SCC75603 — —
5 Chip_Counterfeit_ CF226X_Sample_9 Type AB Sec-Chlp SCC2016 —
UM5012V20160715 HII790FS
6_Chip_Counterfeit_CF226X_Sample_10_Type_AB SCC75603 — —
7_Chip_Counterfeit CF361A_Type_AA SCC75603 — —
8 Chip_APEX_W1106A12_V3 SCC75605 SEC-CHIP UM590 |
SCC232Vv20190529
9 Chip_APEX_W1106AN22_ V6 SCC75605 SEC-CHIP UM590 |
SCC232VvV20190529
10_Chip_Ninestar W1106AN21_V4 SCC75605 SEC-CHIP UM590 |
SCC232VvV20190529
11_Chip_Counterfeit W1106A12_V3 SCC75605 SEC-CHIP UM590 |
SCC232VvV20190529

Depackaging - Visible Die Marks
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Decapping Chip Samples - SCC75603

1_Chip Ninestar _NT _CHFM_Type_AA

4_Chip UniSmart_Blank_B73

6_Chip Counterfeit_CF226X_Sample_10_Type_AB
7_Chip Counterfeit_CF361A_Type_ AA

Top Optical Imagery Die Marks - Close-up



- ¢ ‘ Texplained

AfterMarket Chip Samples Tests

Decapping Chip Samples - Sec-Chip UM5012V20160715

2_Chip APUS_CF361A_Type_AB

3_Chip APUS_CF226X_Type_AB

5_Chip Counterfeit_CF226X_Sample_9_Type_AB

Die Marks - Close-up

-__ ._
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Maosoaml_ =
Top Optical Imagery
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AfterMarket Chip Samples Tests

Decapping Chip Samples - SCC75605

8_Chip APEX_W1106A12_V3
9_Chip APEX_W1106AN22_V6
10_Chip NineStar_W1106AN21_V4
11_Chip Counterfeit_W1106A12_V3

Die Marks - Close-up

4
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Top Optical Imagery
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AfterMarket Chip Samples Tests

Decapping Chip Samples - UMS590 1

8 _Chip APEX_W1106A12_V3

V‘t
'Ja' ;

9 Chip APEX_W1106AN22_V6
10_Chip NineStar_W1106AN21_V4
11_Chip Counterfeit_ W1106A12_V3

‘l
A
-
Se
—'

_.‘ ‘
"

Top Optical Imagery Die Marks - Close-up
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ANNEX A - Sample Pictures
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Sample Frontside & Backside
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ANNEX A - Sample Pictures

2. Apus CF361A Type AB

Sample Frontside & Backside
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3. Apus CF226X Type AB
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Sample Frontside & Backside
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nismart Blank B73
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Sample Frontside & Backside
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ANNEX A - Sample Pictures

5. Counterfeit CF226X - Sample 9 - Type AB

Sample Frontside & Backside
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ANNEX A - Sample Pictures

6. Counterfeit CF226X - Sample 10 - Type AB
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Sample Frontside & Backside
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ANNEX A - Sample Pictures
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Sample Frontside & Backside
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ANNEX A - Sample Pictures

8. APEX W1106A12 V3

Sample Frontside & Backside
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ANNEX A - Sample Pictures

9. APEX W1106ANZ22 V6

U2
P8LC110

Sample Frontside & Backside
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ANNEX A - Sample Pictures

10. Ninestar W1106ANZ21 V4

Sample Frontside & Backside
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ANNEX A - Sample Pictures

11. Counterfeit W1106A12 V3

PBLC110 |

Sample Frontside & Backside
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ANNEX B - Cartridge Pictures

Inside Printer HP Laser 107w
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HP Laser 107w - Counterfeit W1106 Cartridge

Original HP Toner 1 O6A W1106A
.zl:':l Nero l

H’/Q U3

Toner Cartridge/ Carrtouche de toner / Cartuccia tone: l

a - g Qualily printing, alferdable pricing
—— - ~ = Impression de qualile, farifs abordables
Stampa di qualtio, prezzl convelente

HPLASER
107, MFP 135, MEP 137

CARTRIDGE
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ANNEX B - Cartridge Pictures

HP Laser 107w - G&G W1106 Cartridge

Ninestar Image Tech Limited
Unit 18 9/f New commerce cantor
streat shatin Hong Kong

Saine (Holland) B v

Energleweg 113, 164 1RT, Mijdrecht,
The Netherlands

9 on ial

IR 18000
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ANNEX B - Cartridge Pictures

HP Laser 107w - AfterMarket W1106A Cartridge
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ANNEX B - Cartridge Pictures

Inside Printer HP LaserJet Pro M402dn
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ANNEX B - Cartridge Pictures

HP LaserJet Pro M402dn - CF226X - Sample_9

JETINTELLIGENCE

HP LASERIET PRO
M402, MFP M426
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ANNEX B - Cartridge Pictures

HP LaserJet Pro M402dn - CF226X - Sample_10

CF226X

@ LASERJET

JETINTELLIGENCE

More. Pages . performance and protection
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ANNEX B - Cartridge Pictures

Inside Printer HP LaserJet Enterprise M553dn
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ANNEX B - Cartridge Pictures

HP LaserJet Enterprise M553dn - Counterfeit CF361 Cartridge - Sample 1064

@ LASERJET

HP LASERIET ENTERPRISE
M552, M553

2021-000198
CF361A
Product 2
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ANNEX B - Cartridge Pictures

HP LaserJet Enterprise M553dn - Ninestar NT-CH363FM

NT-CH363FM
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